INSIDER THREAT DEFENSE

Security Behind The Firewall Is Our Business

Insider Threat Defense (ITD) is the #1 Choice and is considered a Trusted Provider for Insider Threat
Mitigation. We offer a broad portfolio of training and services to potential clients that will address Insider
Threat risks with a cost effective, comprehensive and holistic approach.
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Insider Threat Mitigation Training Courses

Insider Threat Program Development & Management Training (Instructor Led / Web Based)

Insider Threat Program Management With Legal Guidance Training

Insider Threat Program Management + Insider Threat Detection & Data Analysis Training
Insider Threat Detection & Data Analysis / Insider Threat Detection Tools Training
Insider Threat Program Working Group Training (For Stakeholders, Supervisors)

Insider Threat Awareness Training / Briefings
Insider Threat Mitigation Workshop For CEO's & Board Of Directors

Insider Threat Vulnerability Assessments & Mitigation Guidance (Coming In 2019)
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Insider Threat Mitigation Consulting Services

Insider Threat Program Development - Management Guidance (On-Site, Offsite)
Insider Threat Program Legal / Privacy Guidance (By Licensed Employment Law Attorney)

Insider Threat Program Maturity Assessments
Insider Threat Vulnerability Assessments And Mitigation Guidance

Insider Threat Data Exfiltration Testing / Executing The Insiders Playbook Of Tactics
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Insider Threat Management Solutions & Services

Employee Continuous Evaluation, Monitoring & Reporting Services (External Data Sources)
Insider Threat Detection / User Activity Monitoring / Behavioral Analytic Tool Guidance And

Solutions

Dark Web Monitoring (Theft / Sale Of Sensitive Business Data)
E-Mail Phishing Testing / Cyber Threat Awareness Training

Technical Surveillance Counter-Measures Inspections (Covert Audio / Video Device Detection)

Our Industry Partners
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https://www.itmg.co/
https://www.veriato.com/
https://www.observeit.com/
https://www.kroll.com/
https://www.transunion.com/solution/insider-threat
https://endera.com/
https://clearforce.com/
https://execsecurity.com/

About Insider Threat Defense (ITD)

ITD training and services are based off of our Real World Experience (10+ Years) helping the U.S
Government (Department of Defense, Intelligence Community) and businesses develop robust and effective
Insider Threat Program's, using a methodical approach and ability to Think Outside The Box. Insider Threat
Defense provides our clients with the Gold Standard for successful Insider Threat Risk Mitigation.

ITD is a pioneer in Insider Threat Program (ITP) Management Training. We were one of the first companies to
offer comprehensive ITP Development / Management Training to the U.S. Government and defense
contractors, who were required to implement ITP's, based of off National Insider Threat Policy, and NISPOM
Conforming Change 2 regulations.

ITD training and services go beyond traditional compliance regulations; National Insider Threat Policy,
NISPOM Conforming Change 2, Federal Information Security Management Act (FISMA), National Institute of
Standards & Technology (NIST), Health Insurance Portability & Accountability Act (HIPAA), Payment Card
Industry Data Security Standard (PCI-DSS), Gramm-Leach-Bliley Act (GLBA), Financial Industry Regulatory
Authority (FINRA), Etc.). These compliance regulations are very weak in the area of Insider Threat Risk
Mitigation.

Unlike other ITP Management Training and service providers, our training and services are based off of more
then just limited knowledge and research. A primary centerpiece of our training and services is that we
incorporate Lessons Learned based on our analysis of ITP's, and Insider Threat related incidents encountered
from working with our clients, and from collaboration with an extensive network of ITP Managers / Security
Professionals.

The CEO of ITD is the Founder-Chairman of the National Insider Threat Special Interest Group (NITSIG). The
NITSIG is a unique and specialized Information Sharing and Analysis Center, focused primarily on Insider
Threat Risk Mitigation. The NITSIG Membership is the largest network (1000+) of Insider Threat Mitigation
Security Professionals in the U.S. The willingness of NITSIG Members to collaborate and share information
among the membership has been the driving force that has made the NITSIG very successful. ITD incorporates
this vast amount of Insider Threat Intelligence into all our training and services.

A robust and effective I'TP is built on top of a solid foundation of security. Our training and services incorporate
these foundations from other training courses ITD has developed and taught. In 2009 NSA awarded ITD a
contract for an Information Systems Security Program / Insider Threat Training Course. This course was taught
to 100 NSA Security Professionals (ISSM / ISSO), the DoD, Navy, National Nuclear Security Administration,
Department of Energy National Labs, and to many other organizations.

ITD works with our clients to proactively identify and mitigate security weaknesses and vulnerabilities that
could Enable a Malicious Insider. We execute the Malicious Insiders Playbook of Tactics of potential breach
scenarios, to demonstrate to our clients the many Insider Threat risks that regulations and traditional security
approaches fail to mitigate, and will put an organization’s assets at risk.

ITD is excited to announce we have provided our training and services to 540+ organizations and 680+ security
professionals working for; Fortune 500 companies, U.S. Government Agencies (Department of Defense,
Intelligence Community), Defense Contractors, Critical Infrastructure Providers, Aviation / Airline Industry,
Spacecraft Manufacturing-Launch Providers, Technology Companies, Banking - Financial Industry, Health
Care Industry, and other large and small businesses. (Full Client Listing)

ITD has won numerous awards from the FBI InfraGard Program, Maryland InfraGard, American Society For
Industrial Security (ASIS), and the Federal Information Systems Security Educators' Association, and has been
recognized for various contributions in the many aspects of the security field.



https://insiderthreatdefense.us/pdf/ITD%20Client%20Listing.pdf
https://www.nationalinsiderthreatsig.org/

Our Impressive List Of Clients

ITD has provided expert guidance and helped a wide variety of government agencies, private sector businesses
and organizations, develop, implement, manage and enhance Insider Threat Programs.

* White House National Security Council

* National Center For Credibility Assessment-
Federal Polygraph Examiners

* FBI Headquarters

* FBI Terrorist Explosive Device Analytical
Center

* United States Postal Service OIGI

* U.S. Secret Service

* U.S. Customs And Border Protection

* U.S. Department of State

* DHS Infrastructure Information Collection
Division

* Transportation Security Administration

* National Nuclear Security Administration

* National Geospatial-Intelligence Agency

* Defense Intelligence Agency

* Department of Energy

* National Security Agency

* Department of Defense Inspector General

* Defense Criminal Investigate Service

* Defense Information Systems Agency

* Defense Security Service

* U.S. Cyber Command

* U.S. Army Enterprise NetOps

* U.S. Army Research, Development &
Engineering Command (RDECOM)

*U.S. Army / U.S. Army Signal Command

* U.S. Air Force / USAF/ 35th Fighter Wing

* U.S. Air Force Cyber Command

* Marine Corps Intelligence Activity

* Naval Air Warfare Center Weapons Division

* Navy Space And Naval Warfare Systems
Command

* DC National Guard

* Police Executive Research Forum

* Royal Canadian Mounted Police

* OPM — Federal Investigative Services

* Government Accountability Office

* Social Security Administration

* Internal Revenue Service

* Centers For Disease Control & Prevention

* National Academy of Sciences

* Association of American Railroads

* Johns Hopkins University Applied Physics
Laboratory

* University of Texas @ Austin / ARL

* University of Massachusetts Lowell

* Oklahoma State University

* University of Dayton

* Kansas State University

* Texas A&M University

* Auburn University

* Microsoft Corporation

* Symantec Corporation

* Capital One Bank

* BB&T Bank

* American Express

* Equifax

* Transunion

* LexisNexis Special Services, Inc.

* Home Depot

* United Parcel Service (UPS)

* FedEx Custom Critical

* Southern California Edison Power Company
* Constellation / Exelon Power Company

* Boeing Integrated Information Systems
* Raytheon / Raytheon BBN Technologies
* ManTech International Corporation

* General Dynamics Mission Systems

* Northrop Grumman Corporation

* Lockheed Martin, Missiles & Fire Control
* AT&T Government Solutions Security

* Booz Allen Hamilton

* L-3 Communications

* EMC Corporation

* SAAB Defense & Security

* Thales Defense & Security

* General Electric

* And Many More...........
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ITD is registered with Dun & Bradstreet and System for Award Management (SAM).
Please contact ITD with any questions you may about our training and services.

Jim Henderson, CISSP, CCISO

Insider Threat Program Development / Management Training Course Instructor
Insider Threat Analyst, Vulnerability Assessor & Mitigation Specialist

Founder / Chairman Of The National Insider Threat Special Interest Group
888-363-7241 / 561-809-6800

www.insiderthreatdefense.us

james.henderson(@jinsiderthreatdefense.us

www.nationalinsiderthreatsig.org

jimhenderson(@nationalinsiderthreatsig.org

INSIDER THREAT ISAC

INFORMATION SHARING & ANALYSIS CENTER
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National Insider Threat Special Interest Group
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